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Abstract— In this paper, development of a 
‘facemask recognition-based access control 
system for covid-19 safety is presented. The 
system is an embedded system and the design is  
divided into two phases,  the face mask 
recognition phase and the access control phase. 
The facemask detection is implemented using 
Raspberry Pi microprocessor and USB webcam, 
and the status of detection is sent to the Arduino 
microcontroller which handles the access control 
phase. A non-contact temperature sensor 
technology is interfaced with the Arduino 
microcontroller handling the temperature 
detection aspect of the system. Algorithms were 
written and implemented in Python and C++ 
frameworks; python is used for the facemask 
development model and deployment while the C++ 
is used for the Hardware programming. Sample 
face dataset were used to evaluate the system and 
the results showed that the system was able to 
identify facemask on eight out of ten participants 
used for the testing while taking heavily bearded 
face, skin color and gender into consideration, 
however, the system failed in classifying torn 
facemasks and handkerchiefs into the “No Face 
Mask” category,. Hence, this calls for 
development of a more robust system to address 
such cases.  

Keywords: Facemask Recognition, Arduino 
Microcontroller , Access Control System , A 
Non-Contact Temperature Sensor,  Covid-19 
Safety,  Python And C++ Frameworks , 
Raspberry Pi Microprocessor, Machine 
Learning 

1. Introduction
In the recent past few years, corona virus pandemic has 
been causing global health crisis. One of the effective 
protection methods advocated is wearing a facemask in 
public areas [1,2,3,4, 5,6,7,8, 9,10,11,12]. This has given 
rise to COVID-19 safety measures and policies in many 
organizations which require that facemask must be worn by 
individuals seeking to enter the premises of the 
organization [13,14,15,16,17,18,19]. In addition, high body 
temperature has been identified as one of the obvious sign 
of COVID-19 infection [20,21,22,23,24,25]. As such, the 
COVID-19 safety measures and policies refuses access for 
individuals with high body temperature. However, 
measuring body temperature for individuals has to be non-
contact measurement to avoid COVID-19 infection through 
contact [26,27,28,29,30,31,32].  
Accordingly, in this paper, a machine learning model is 
developed for implementation on a Raspberry Pi and the pi-
based access control hardware device [33,34,35,36,37]. The 
Raspberry Pi and the pi-based access control hardware 
device has non-contact temperature for contactless body 
temperature measurement along with facemask recognition 
framework that uses USB webcam to capture the image of 
individual face and subject the image to the machine 
learning-based facemask recognition process. The 
individual is granted access by the system only if facemask 
is detected on the face image and the body temperature is 
within the acceptable range of body temperature that does 
not indicate possibility of COVID-19 infection. The details 
of the development of the machine learning model and the 
Raspberry Pi and the pi-based access control hardware 
device are presented along with the data and procedure used 
to demonstrate how effective the system is in detecting 
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component of the COCID-19 safety policy. In all, the 
results show that the system can effectively be used for 
access control to enforce COVID-19 safety protocol.  
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