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Abstract—The rapid proliferation of Internet of Things (IoT) devices in environmental monitoring systems, 

often utilizing the lightweight Message Queuing Telemetry Transport (MQTT) protocol, has increased 

vulnerability to cyber-attacks. This research presents a hybrid deep learning approach for binary IoT 

network intrusion classification, specifically designed to identify "Normal" or "Attack" traffic. Leveraging 

the MQTT-IoT-IDS2020 dataset, the methodology incorporates four phases: data preprocessing, feature 

selection, development of a hybrid CNN-LSTM (Convolutional Neural Network - Long Short-Term Memory) 

model, and performance evaluation. To address significant dataset imbalance, 1,859,113 attack instances 

versus 351,684 normal instances, a comparative analysis was conducted between the raw dataset and a 

balanced dataset created using SMOTE-RUS (Synthetic Minority Over-sampling Technique - Random 

Under-Sampling), resulting in a balanced 1,105,398 samples per class. Experimental results show that 

while the imbalanced model achieved high accuracy (0.95), it was heavily biased toward the "Attack" class 

(85% normal recall). Conversely, the SMOTE-RUS balanced model significantly improved detection 

reliability for normal traffic, demonstrating the hybrid CNN-LSTM’s efficacy in robust, real-world 

environmental monitoring scenarios. 

 

Keywords—IoT Security, Intrusion Detection System (IDS), MQTT Protocol, CNN-LSTM, Deep Learning, 
SMOTE-RUS, MQTT-IoT-IDS2020, Environmental Monitoring, Binary Classification. 
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1. Introduction 

The rapid proliferation of the Internet of Things (IoT) has led to the widespread adoption of smart, 

interconnected devices, particularly within critical infrastructure like environmental monitoring systems 

[1,2]. These systems heavily rely on the Message Queuing Telemetry Transport (MQTT) protocol, which 

is favored for its lightweight publish/subscribe model, making it ideal for resource-constrained 

environments [3,4]. However, this proliferation has exponentially increased the attack surface for 

cybercriminals. Environmental monitoring systems are susceptible to various threats, including 

unauthorized access, denial-of-service (DoS) attacks, and MQTT-specific attacks that can manipulate 

data, leading to improper control measures [5,6]. 

Traditional security solutions, such as signature-based intrusion detection systems (IDS), are often 

inadequate for IoT environments because they fail to detect new, sophisticated, or polymorphic attacks 

[7,8]. Consequently, machine learning and deep learning approaches have emerged as vital, offering the 

ability to analyze complex network traffic patterns and detect anomalies in real time [9,10]. 

A significant challenge in developing an effective IoT-IDS is the high dimensionality and 

temporal dependency of network traffic data, which requires robust feature extraction. Hybrid deep 

learning models, particularly those combining Convolutional Neural Networks (CNN) and Long Short-

Term Memory (LSTM) networks, have shown promise in addressing these challenges by capturing 

spatial features (local patterns) and temporal dependencies (sequential traffic flow). 

Furthermore, real-world IoT datasets, such as the MQTT-IoT-IDS2020 dataset, are inherently 

imbalanced, often containing far more "Attack" instances than "Normal" traffic. Training models on such 

skewed data leads to biased classifiers that excel in detecting the majority class but fail to accurately 

identify minority instances, resulting in high false positive rates—a critical issue in environmental 

monitoring where false alarms are costly. 

This research addresses these limitations by proposing a hybrid CNN-LSTM binary intrusion 

classification model specifically tailored for MQTT-based IoT environmental monitoring. To mitigate the 

bias caused by imbalanced data, this study explores a hybrid approach of Synthetic Minority Over-

sampling Technique and Random Under Sampling (SMOTE-RUS), comparing performance with 

imbalanced data to develop a more reliable, precise, and resource-efficient intrusion detection system. 

The ultimate goal of this research is to provide a reliable, balanced classification framework that 

minimizes false alarms and ensures the robust protection of sensitive environmental monitoring 

infrastructures against evolving cyber threats. 
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2. Methodology 

This methodology describes a hybrid deep learning approach using a Convolutional Neural 

Network and Long Short-Term Memory (CNN-LSTM) network to classify IoT network traffic as Normal 

or Attack, specifically tailored for resource-constrained environmental monitoring systems using the 

MQTT protocol. The research adopts an experimental, quantitative research design. The workflow 

consists of four main phases: (i) Data Acquisition and preprocessing (ii) Feature Selection (iii) Hybrid 

Model Development (CNN-LSTM), and (iv) Model Evaluation. 

2.1 The MQTT (Message Queuing Telemetry Transport) network architecture and its suitability 

for environmental monitoring systems 

The MQTT (Message Queuing Telemetry Transport) network architecture is a lightweight, 

publish/subscribe-based messaging protocol designed for machine-to-machine (M2M) communication, 

particularly in resource-constrained IoT environments. It operates on top of the TCP/IP stack to ensure 

reliable, ordered, and bidirectional communication. The architecture of MQTT is shown in Figure 1 while 

the MQTT network topology during regular functioning is shown in Figure 2. The summary of some 

MQTT-IoT environmental monitoring applications is presented in Table 1. 

During regular functioning, the MQTT network topology is a client-server, star-shaped 

publish/subscribe architecture. It is designed to decouple devices in space and time. The typical MQTT 

network topology includes the Centralized Broker, Decoupled Clients, Publish/Subscribe Model, One-to-

Many Communication and TCP/IP connection and communication protocol. 
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Urban 
Environment 

Urban Heat Islands, Noise Levels, Waste Level Temperature sensors, Microphones, 
Ultrasonic sensors 

Disaster 
Mitigation 

Forest Fire Detection, Flood Levels Flame sensors, Ultrasonic water level 
sensors 

 

Notably, the centralized MQTT broker (server) is the core of the topology is a central MQTT 

broker (server). Then all the devices (sensors, actuators, apps) act as MQTT clients and only connect to 

the broker, never directly to each other. The clients send data ("publish") to the broker on specific topics, 

and "subscribe" to topics to receive data from other clients. Also, a single publisher can send data to the 

broker, which then efficiently routes that information to multiple interested subscribers. Finally, each 

client maintains a persistent TCP/IP connection to the broker, facilitating low-latency 

communication. Particularly, this MQTT network topology or structure ensures that if a publisher is 

offline, the system continues to work, and the broker manages the message distribution once the publisher 

reconnects 

Most importantly, the MQTT network architecture is highly suitable for deploying numerous, 

low-cost sensors that must transmit small, intermittent bursts of data reliably to a central dashboard or 

database. As such, the MQTT (Message Queuing Telemetry Transport) is highly suitable for 

environmental monitoring systems due to its lightweight design, reliability on unstable networks, and 

efficient use of resources. These systems often involve numerous low-power sensors scattered over wide 

areas, making MQTT's publish-subscribe model ideal for collecting data like temperature, humidity, and 

air quality. 

2.2 Dataset Description (MQTT-IoT-IDS2020) Dataset and its Suitability for Environmental 

Monitoring Systems  
 

The study employed the MQTT-IoT-IDS2020 dataset. The MQTT-IoT-IDS2020 dataset simulates 

a realistic MQTT-based IoT network, making it ideal for environmental monitoring applications (such 

as sensors transmitting temperature/humidity). It contains normal traffic and four specific attack 
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scenarios: Aggressive Scan, UDP Scan, Sparta SSH Brute-force, and MQTT Brute-force. The dataset 

provides CSV files with processed bidirectional and unidirectional flow features. 

The MQTT-IoT-IDS2020 dataset is highly suitable for intrusion detection in environmental 

monitoring systems due to its specific, realistic simulation of MQTT-based IoT networks, which are 

commonly used for environmental monitoring (e.g., temperature, humidity, and CO2 sensors).  

Notably, the MQTT-IoT-IDS2020 dataset is the first to include dedicated MQTT scenarios, 

simulating a broker, multiple sensors, and a camera, which mirrors the publish-subscribe architecture of 

typical monitoring networks. Moreover, the dataset contains attacks directly relevant to IoT 

environments, including MQTT brute-force, Sparta SSH brute-force, and generic network scans 

(UDP/Aggressive), allowing for the training of classifiers that can identify compromised monitoring 

sensors. Again, it provides raw .pcap files and three levels of processed features (packet-based, 

unidirectional, and bidirectional flow), enabling robust, lightweight anomaly detection suitable for low-

power, constrained monitoring devices. Furthermore, the dataset provides clear differentiation between 

normal sensor reading transmissions and malicious attacks, which reduces false alarms in stable 

environments. The dataset is particularly useful for identifying unauthorized access attempts and data 

manipulation (such as, false sensor data injection) that could jeopardize the accuracy of environmental 

monitoring. 

2.3  The Dataset Preprocessing and Data Splitting Procedure 

To prepare the raw data for the deep learning model, the following steps were implemented: 

Step 1. Data Cleaning: Handling missing values, removing irrelevant columns, and cleaning empty 

fields. 

Step 2. Label Encoding: Converting non-numerical categorical features (e.g., IP addresses, protocol 

types) into numerical representations. 
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Step 3. Binary Class Labeling: Reclassifying the data into two classes: 'Normal' (0) and 'Attack' (1). 

The Binary Classification Sample Counts for the MQTT-IoT-IDS2020 Dataset is presented in 

Table 2. 

Step 4. Data Balancing: To address the inherent class imbalance in the MQTT-IoT-IDS2020 dataset, a 

hybrid sampling approach combining SMOTE (Synthetic Minority Over-sampling Technique) 

and RUS (Random Under-Sampling) is employed. This strategy ensures the model learns 

equally from both benign traffic and malicious attacks. The goal of this hybrid method is to 

reach a 1:1 ratio between classes while mitigating the drawbacks of using either method in 

isolation.  

 
Step 5. Normalization/Scaling: Applying Min-Max Scaling to normalize numerical features to a range 

of 0 to 1, ensuring uniform feature contribution. 

Step 6. Data Splitting: Dividing the dataset into Training (80%) and Testing (20%) sets to ensure 

model generalization. 

Table 2  The Binary Classification Sample Counts for the MQTT-IoT-IDS2020 Dataset 

Class 
Binary 
Label 

Description 
Sample Count 
(Packet-Flow) 

Sample Count 
(Uni-Flow) 

Sample Count (Bi-
Flow) 

Normal 0 
Standard MQTT 
sensor operation 

351,684 32,042 4,260 

Attack 1 
Combined malicious 
scenarios* 

1,859,113 41,208 5,622 

Total - - 2,210,797 73,250 9,882 

 

 

2.4 The CNN-LSTM Hybrid Model Architecture 

In order to address the limitations of traditional, non-temporal machine learning models in capturing 

complex, time-dependent network patterns, in this research, a hybrid CNN-LSTM architecture is adopted. 

This model combines the spatial feature extraction capabilities of 1D-Convolutional Neural Networks 
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iv. LSTM Layers (Temporal Dependency Modeling): The output of the CNN module is fed into 

LSTM layers. The LSTM units are specifically designed to analyze long-term, sequential 

dependencies of the IoT data over time. This is crucial for distinguishing between normal and 

anomalous behavior that spans multiple packet flows, particularly in detecting subtle, slow-

acting environmental sensor anomalies. 

v. Dropout Layer (Regularization): A Dropout layer is implemented after the LSTM layer(s) with 

a rate between 0.2 and 0.5. By randomly deactivating a subset of neurons during training, this 

layer prevents the model from memorizing training data and improves generalization to unseen 

attack scenarios. 

vi. Dense Layers (Fully Connected): One or more dense (fully connected) layers interpret the 

combined spatial-temporal features extracted by the hybrid convolutional and recurrent layers. 

vii. Output Layer (Binary Classification): The final layer is a dense layer with a single node and a 

Sigmoid activation function. It produces a probability value between 0 and 1, classifying the 

input traffic as either Benign (0) or Malicious (1).  

2.5   The Model Training and Implementation 

The CNN-LSTM Hybrid Model model is trained using the Adam optimizer, chosen for its adaptive 

learning rate capabilities, which facilitate faster convergence on high-dimensional IoT datasets. Also in 

the binary classification Binary Cross-Entropy is utilized. The Summary of the CNN-LSTM Hybrid 

Model parameters are presented in Table 3. The model is developed in Python, leveraging deep learning 

frameworks such as TensorFlow/Keras or PyTorch for GPU-accelerated training.  

 

 

 

 

 



SC

L

I

C

M

L

D

D

O

O

L

2.6

Th

the

 

3. 

the

CITECHP4203

Layer Type 

Input 

Conv1D 

MaxPooling1

LSTM 

Dropout 

Dense 

Output 

Optimizer 

Loss 

6   The CNN

he performa

e four metri

  Results an

The C

e imbalance

374 

Table 

Purpo

Accep

Local

1D Dimen

Seque

Regul

High-

Binary

Mode

Error 

N-LSTM H

ance of the C

ics listed in 

Tab

Reca

nd Discuss

CNN-LSTM

ed dataset an

3 The Sum

ose 

pts Preprocess

 Spatial Featu

nsionality Red

ential Depende

larization/Avo

-level Interpre

y Classificatio

el Optimization

Calculation 

Hybrid Mod

CNN-LSTM

Table 4. 

ble 4 The C

Metric 

Accurac

Precisio

all (Detectio

F1-Score

ion 

 Binary intr

nd secondly

ww

mmary of the

sed Data 

ure Extraction

duction 

ency Modelin

oid Overfitting

tation 

on 

n 

del Evaluat

M Hybrid M

CNN-LSTM

y 

n 

on Rate) 

e 

rusion class

y with the S

ww.scitechpub

e CNN-LST

ng 

g 

tion Metric

Model is ev

M Hybrid M

sification is 

SMOTE-RU

b.org 

TM Hybrid M

Configuratio

(TimeSteps, F

1-2 Layers (e

Pool Size: 2

1-2 Layers (e

Rate: 0.2 - 0.5

Fully Connec

Sigmoid (Ben

Adam 

Binary Cross

cs 

valuated usin

Model Evalu

implemente

US balanced

Science and Tec

Model para

on 

Features) 

.g., 64-128 Fi

.g., 64-100 Un

5 

cted, ReLU 

nign/Maliciou

-Entropy 

ng a confus

uation Met

Formula 

 

ed in two di

dataset. Th

chnology Publis

Vol. 9 Issue 

ameters 

ilters) 

Units) 

us) 

sion matrix 

trics 

 

 

ifferent case

he data samp

hing (SCI & TE
ISSN: 2632-1

12, December - 2

2

to determin

e, first, with

ples for the 

ECH) 
1017 
2025 

127 

ne 

h 



Science and Technology Publishing (SCI & TECH) 
ISSN: 2632-1017 

Vol. 9 Issue 12, December - 2025 

www.scitechpub.org 
SCITECHP420374 2128 

imbalance dataset and the SMOTE-RUS balanced dataset are presented in Table 5. The performance of 

the MQTT-IoT-IDS2020 Dataset without data balancing 

Table 5 The data samples for the imbalance dataset and the SMOTE-RUS balanced dataset 
 

Class Without Data Balancing 
With SMOTE-RUS Data 

Balancing 
Normal 351,684 351,684 

Attack 1,859,113 1,859,113 

Macro Avg 2,210,797 2,210,797 

 

3.1 The Imbalanced Dataset Results 

The results of the model performance for the imbalanced dataset is presented in Table 6 and 

Figure 6. The dataset is heavily imbalanced, with far more "Attack" instances (about 1,859,113) than 

"Normal" (351,684). The model shows high overall accuracy (0.95), but it is heavily biased toward the 

majority class ("Attack"). While the "Attack" detection is excellent (Recall 0.99), the "Normal" class has 

a low recall (0.85), meaning 15% of normal traffic is being falsely flagged as attacks (High False 

Positives). Essentially, the model works, but it is skewed, making it less reliable for distinguishing normal 

traffic in a real-world scenario where false alarms are costly.  

 
Table 6 Performance of the binary classification without data balancing 

Class Precision Recall F1-Score Accuracy Support (Samples) 

Normal 0.98 0.85 0.91   1,105,398* 

Attack 0.94 0.99 0.96   1,105,398* 

Macro Avg 0.96 0.92 0.94 0.95 2,210,796 
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Figure 6  The performance of the binary classification without data balancing 

3.2  Balanced Dataset (SMOTE-RUS) Results  

The SMOTE-RUS was applied, resulting in an equal distribution of "Normal" and "Attack" 

samples (1,105,398 each). The results of the model performance after the data baling suing the SMOTE-

RUS method are presented in Table 7 and Figure 7. The Macro Avg F1-Score improved from 0.94 to 

0.97, and Macro Recall increased from 0.92 to 0.97, indicating a much better balance in detection 

capabilities. Again, the "Normal" class recall drastically improved from 0.85 to 0.97, meaning fewer false 

alarms. The "Attack" precision and F1-score remain high, maintaining strong detection of malicious 

activity. Essentially, the balancing technique successfully eliminated the bias toward the majority class, 

leading to a robust model that performs well across both classes 

In all, using an imbalanced dataset results in high accuracy but poor performance on the minority 

class (Normal). Applying SMOTE-RUS significantly improves the reliability of the intrusion detection 

system by balancing the detection rates for both Normal and Attack traffic. 

Table 7 Performance of the binary classification model after SMOTE-RUS data balancing 

Class Precision Recall F1-Score Accuracy Support 
(Samples) 

Normal 0.96 0.97 0.96   1,105,398  

Attack 0.97 0.96 0.97  1,105,398  

Macro Avg 0.97 0.97 0.97 0.97 2,210,796 
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Figure 7  The performance of the binary classification after SMOTE-RUS data balancing 

4. Conclusion 

This research successfully developed and evaluated a CNN-LSTM hybrid deep learning model for 

binary intrusion classification within MQTT-based IoT environmental monitoring systems. By leveraging 

the spatial feature extraction capabilities of CNNs alongside the temporal sequence modeling of LSTMs, 

the proposed framework provides a robust solution for identifying network threats in resource-constrained 

environments. 

The experimental results highlighted a critical finding regarding dataset distribution. Specifically, 

the initial implementation on the original imbalance MQTT-IoT-IDS2020 dataset yielded a high accuracy 

of 0.95, yet suffered from a significant bias toward the majority "Attack" class, resulting in a 15% false 

positive rate for normal traffic. However, integrating the SMOTE-RUS balancing technique proved 

essential for real-world applicability. This approach eliminated the majority class bias, significantly 

improving the recall for "Normal" traffic and ensuring a more reliable classification between benign and 

malicious activities. 

In all, the SMOTE-RUS-enhanced CNN-LSTM model offers a balanced and highly accurate 

intrusion detection mechanism. Future work will focus on optimizing the model for real-time edge 

deployment and expanding its capability to handle multi-class attack categorization to further secure IoT 

ecosystems. 
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