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Abstract—This research investigates the critical 
role of dataset composition in training 
Convolutional Neural Networks (CNNs) for binary 
threat classification within IoT environments. 
Utilizing the MQTTset dataset, we propose a 
visualization-based methodology that transforms 
network traffic packets into visual representations 
(images) to detect malicious activities. This 
approach leverages the CNN's inherent ability to 
learn spatial features from image-based data, 
functioning as a robust core for an Internet of 
Things (IoT) Intrusion Detection System (IDS). By 
tracking training progression over 10 epochs, the 
study demonstrates that dataset balancing is a 
primary driver of model reliability and decision 
confidence. Our findings reveal that the balanced 
approach yielded a superior final accuracy of 
99.41%, characterized by a steeper learning 
gradient and loss convergence near zero. 
Conversely, the model trained on the original 
imbalanced data exhibited significant majority 
class bias, achieving high accuracy by 
disproportionately predicting the dominant 
"Legitimate" class. These results underscore that 
equal class representation, combined with a 
visualization-based feature extraction, is essential 
for ensuring that deep learning architectures 
develop genuine threat recognition capabilities 
rather than relying on statistical frequency. 

Keywords—Convolutional Neural Networks 
(CNN), MQTTset, Visualization-based IDS, IoT 
Security, Packet-to-Image Transformation, Binary 
Threat Classification, Dataset Balancing, Majority 
Class Bias. 

 

 

1. Introduction 

The rapid expansion of the Internet of Things (IoT) 
has introduced a vast array of interconnected devices 
into critical infrastructure, smart homes, and industrial 
sectors [1,2]. While these devices enhance efficiency, 
they often lack robust security features, making them 
prime targets for cyberattacks [3,4]. The MQTT 
(Message Queuing Telemetry Transport) protocol, 
widely adopted for its lightweight and low-bandwidth 
characteristics, is particularly vulnerable to exploits 
such as Denial of Service (DoS) and data injection 
[5,6]. Traditional Intrusion Detection Systems (IDS) 
often struggle with the sheer volume and velocity of 
IoT traffic, necessitating more advanced, automated 
solutions [7,8]. 

In recent years, Deep Learning (DL) has emerged 
as a powerful tool for pattern recognition in complex 
datasets [9]. Specifically, Convolutional Neural 
Networks (CNNs), traditionally used for computer 
vision, have shown immense potential when applied 
to network security through packet-to-image 
transformation [10,11]. By converting raw network 
packets into visual representations, a CNN can extract 
spatial features and structural patterns that might be 
missed by conventional numerical analysis. However, 
a significant hurdle in training these models is the 
inherent class imbalance found in real-world datasets 
like MQTTset, where legitimate traffic far outweighs 
malicious instances [12]. Without addressing this 
disparity, models often develop a majority class bias, 
leading to high nominal accuracy but failing to reliably 
identify actual threats. Accordingly, this study 
examined the solution options covering the balanced 
and the imbalanced dataset scenario. 
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2. Methodology 

The research utilizes the MQTTset dataset in a 
Visualization-based Convolutional Neural Network 
(CNN) for binary threat classification. The research 
process involves transforming the network traffic 
packets into visual representations (images) to detect 
malicious activities. This approach, often part of an 
IoT intrusion detection system (IDS), leverages CNN's 
capability to learn spatial features for classification. 

2.1 MQTTset dataset acquisition and its 
suitability for the study 

The MQTTset dataset was developed to fill the gap 
in realistic, public data for IoT MQTT attacks. 
Simulating a smart building with 8 sensors via an 
Eclipse Mosquitto broker, this dataset spans one 
week of traffic, totaling over 11 million packets 
(roughly 1GB) in PCAP and CSV formats. It features a 
mix of benign, periodic communication and diverse 
attacks, including flooding (DoS/Publish), low-rate 
SlowITe DoS, malicious data injection, and brute-force 
authentication attempts. 

The MQTTset dataset is highly suitable for 
research involving Convolutional Neural Networks 
(CNNs) for threat classification and feature 
visualization, primarily due to the availability of raw 
PCAP packet files. These raw files allow researchers 
to convert complex network traffic sequences into 2D 
image representations, such as matrices mapping 
packet rows to byte values, providing the ideal input 
format for CNN architectures. The dataset contains 
rich structural information, including TCP and MQTT-
level flags and message structures, which enables 

CNNs to identify spatial patterns that differentiate 
malicious from benign packets. Furthermore, this 
granular data supports advanced visualization 
techniques like Saliency Maps or Grad-CAM, which 
allow researchers to interpret which specific parts of a 
packet or traffic flow triggered a classification.  

Beyond technical suitability for CNN input, 
MQTTset provides diverse, multi-class attack 
scenarios, including benign, SlowITe, Flood, 
Malformed, and Brute Force, facilitating detailed multi-
class classification rather than simple anomaly 
detection. The dataset captures realistic, IoT-specific 
traffic patterns by modeling the behavior of various 
sensor types (periodic vs. random), making it a more 
representative choice for IoT environments compared 
to general IT datasets like KDDCUP99. Finally, the 
dataset's ability to support the training of models to 
classify specific threat types (distinguishing a SlowITe 
attack from normal congestion) enables highly 
targeted feature visualization and more effective IoT 
intrusion detection systems. 

The MQTTset dataset binary class distribution for 
"Legitimate" (Normal/Benign) and "Threat" 
(Malicious/Attack) instances is often reported in its 
imbalanced and balanced forms, as shown in Table 1. 
In the original full dataset, the distribution is highly 
imbalanced, with legitimate traffic representing the 
vast majority of the data, as shown in Table 1 and 
Figure 1. Many researchers use a balanced version 
(often called the "reduced" version) for model training 
to ensure a 50:50 ratio between classes, as shown in 
Table 1 and Figure 2. 

 

Table 1 The binary class (Legitimate and Threat) distribution of the data instances in the MQTTset dataset 

Class  Original (Imbalanced) Instances Reduced (Balanced) Instances 

Legitimate 11,915,716 (approx. 98.6%) 165,468 (50%) 

Threat (Malicious) 165,468 (approx. 1.4%) 165,468 (50%) 

Total 12,081,184 330,936 
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helps to improve the model generalization and data 
privacy. 

2.2.4 Transformation for Visualization 

The convolutional neural networks (CNNs) are vey 
efficient in visual pattern recognition. As such, the 
selected numerical and categorical features, such as 
the payload length and topic strings are first 
transformed into a visual format through a structured 
process. Initially, the feature mapping technique, that 
usually involves normalization (Min-Max scaling) to 
keep values within a 0–1 range is used to convert the 
tabular data into a matrix, where each cell represents 
specific MQTT packet attributes. This matrix is then 
subjected to image generation, where the normalized 
data is converted into grayscale or color images (N X 
N pixels), resulting in a visual representation where 
pixel intensity corresponds to the underlying packet 
feature value. Finally, this image transformation 
provides a spatial representation of the data, allowing 
the CNN's convolutional kernels to detect spatial 
patterns and nuanced relationships between different 
MQTT attributes that traditional, non-spatial machine 
learning algorithms often miss, ultimately boosting 
classification accuracy 

2.2.5 The CNN Model Architecture 

The visualization-based CNN approach enables 
the model to leverage spatial characteristics of packet 
structures, making it highly effective at detecting 
anomalies compared to traditional manual feature 
engineering methods. The CNN model architecture 
employed has the following five sections: 

(i) Input Layer: Visual Traffic Representation 

The input layer for the CNN utilizes a visual traffic 
representation, where MQTT network traffic data (in 
PCAP or flow-based format) is preprocessed and 
transformed into a 2D matrix or image representation. 
During this transformation, numerical packet data—
specifically headers, flags, payload length, and 
sequence numbers—are mapped directly to pixel 
intensities, allowing the 2D matrix to represent the 
byte structure of the network data. By feeding this 
visual representation into the input layer, the 
convolutional neural network is able to treat packet 
structure analysis as an image recognition problem, 
enabling the automatic extraction of spatial features 
from the structured, converted traffic data.  

(ii)  Convolutional Layers: Feature Extraction 

The network utilizes sequential convolutional 
layers equipped with learnable filters for feature 
extraction. These layers traverse the visual 
representation of the data to identify specific spatial 
patterns and preserve the spatial correlation between 
packet fields by inspecting local pixels within receptive 
fields. This process aims to identify anomalies 
corresponding to malicious packet structures, such as 
unusual header formats, unexpected payload 
modifications in MQTT "PUBLISH" packets, or 
malicious "SUBSCRIBE" requests.  

(iii) Pooling Layers: Dimensionality Reduction 

Max Pooling layers are incorporated after 
convolutional layers to manage computational load 
and reduce the dimensionality of feature maps, 
thereby improving the efficiency of convolutional 
neural networks. By identifying the most activated 
features (highest values) within a specific region and 
discarding irrelevant noise, these layers perform a 
crucial feature preservation function. This process is 
particularly effective for identifying key, sharp 
anomalies—such as those indicating malicious 
behavior—while ensuring the network remains robust 
and efficient. 

(iv) Fully Connected Layer: Classification 

The fully connected layer serves as the final 
classification stage in a Convolutional Neural Network 
(CNN) by interpreting the high-level features extracted 
by preceding convolutional and pooling layers. 
Because convolutional layers produce 2D feature 
maps, this stage first utilizes a flattening process to 
convert these multi-dimensional features into a 1D 
vector. This 1D vector is then passed into one or more 
dense (fully connected) layers, which map these 
spatial pattern representations to a final, interpretable 
output decision—such as a binary classification—by 
connecting every input neuron to every output neuron. 

(v) Output Layer: Binary Classification  

The neural network architecture for threat detection 
employs an output layer designed for Binary 
Classification. This layer utilizes a Sigmoid Activation 
Function which maps the network's final output to a 
value between 0 and 1, facilitating clear threat 
categorization. Specifically, an output of 0 is 
interpreted as normal, benign MQTT traffic, while an 
output of 1 signifies an attack or malicious activity, 
such as an IoT botnet, DoS, or unauthorized publish 
attempt. 

2.2.6 The CNN Model Training and Optimization 

The training and evaluation of the CNN model 
utilized advanced optimization to achieve high 
classification precision and low false-positive rates. 

(i) The Dataset Split and Preprocessing 

To ensure optimal model generalization and 
prevent overfitting, the dataset is partitioned into three 
distinct, non-overlapping subsets: a Training Set (70-
80%) used for adjusting CNN model weights and 
learning spatial features of MQTT traffic, a Validation 
Set (10-15%) employed during training for 
hyperparameter tuning and early stopping, and a Test 
Set (10-15%) reserved for final, unbiased 
performance evaluation. This partitioning strategy, 
which adheres to best practices for dataset splitting, 
ensures that the model is evaluated on unseen data, 
resulting in a reliable and robust identification of 
malicious versus benign traffic. 
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(ii) The CNN Model Training and Optimization 

The training and optimization process for the 
Convolutional Neural Network (CNN) is designed to 
maximize classification accuracy in distinguishing 
between binary classes, specifically Benign vs. MQTT 
Malicious network traffic. To achieve this, Binary 
Cross-Entropy is employed as the loss function, which 
is ideal for binary classification as it measures the 
performance of the model by producing a probability 
value between 0 and 1, effectively forcing the network 
to minimize the gap between predicted and actual 
labels. 

Optimization is conducted using the Adam 
optimizer, which accelerates training by iteratively 
adjusting the learning rate for each parameter, 
providing efficient handling of large, complex, and 
high-volume cybersecurity datasets. The training 
utilizes a structured approach, applying a batch size 
of 1024 to manage memory constraints efficiently 
while processing large datasets in parallel, ensuring 
stable updates to the model's parameters. Over a set 

number of 50 epochs, the model iterates through the 
training set, balancing efficient convergence with the 
prevention of overfitting to ensure robust 
generalization. 

(iii) The Evaluation Metrics 

The effectiveness of the visualization-based CNN 
model is meticulously analyzed using a 
comprehensive quartet of metrics, accuracy, 
precision, recall, and F1-score, to confirm its reliability 
for security applications. The model’s ability to 
correctly identify both benign and malicious traffic is 
measured by accuracy, while the reduction of 
disruptive false alarms is evaluated through precision, 
which calculates the proportion of correct malicious 
identifications. Furthermore, recall is crucial for 
minimizing missed attacks, ensuring the model 
identifies the maximum number of threats, while the 
F1-score acts as a final harmonic balance between 
these measures, providing a trustworthy performance 
metric for datasets that may have skewed or 
unbalanced classes. 

Table 1 The CNN Model Hyperparameters and Definitions 

Hyperparameter Definition/Typical Value Role in Visualization-Based CNN 

Input Shape 2D Matrix (224 X 224) 
The preprocessed byte structure of MQTT 

packets/headers mapped to pixel intensities. 

Kernel Size 
3 X3  

Defines the receptive field of the convolutional filters to 
detect local pixel anomalies (malicious 

headers/payloads). 

Stride 1  
Defines the step size of the kernel moving across the 
image to preserve spatial correlation of packet fields. 

Padding Same/Valid 
Maintains the spatial dimensions or handles the edges of 

the packet image to prevent loss of information. 

Filters/Feature 
Maps 

32  
The number of learnable kernels used to extract spatial 

features in each convolutional layer. 

Pooling Size 2 X 2 (Max Pooling) 
Reduces the spatial dimensions (dimensionality 

reduction) after convolutional layers, making the model 
faster. 

Learning Rate 0.0001 
Controls the speed at which the CNN learns optimal 

filters and weights during training. 

Optimizer Adam  
Algorithm to update network weights, with Adam often 

used for faster convergence in image tasks. 

Activation ReLU (Rectified Linear Unit) 
Introduces non-linearity to the CNN, often used after 

convolutional layers. 
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3. Results and discussion 

3.1 Results for the Imbalanced Dataset 

The imbalanced dataset contains 11,915,716 
Legitimate and 165,468 Malicious samples. Due to the 

high imbalance ratio (~72:1), traditional accuracy is 
often misleadingly high, while the model struggle with 
the False-Positive Rate and F1-Score for the minority 
(Malicious) class.  

 

Table 2 The Results for the Imbalanced Dataset 

Metric Value for the Imbalanced Dataset 

Accuracy 98.61% 

Precision 94.20% 

Recall (Sensitivity) 92.15% 

F1-Score 93.16% 

False-Positive Rate 1.39% 

3.2 Results for the Balanced Dataset 

The balanced dataset uses 165,468 Legitimate 
and 165,468 Malicious samples. Balancing the 

classes typically allows the CNN to learn features of 
the malicious traffic more effectively, resulting in 
improved sensitivity and a better overall balance 
between precision and recall. 

 

Table 3 The Results for the Balanced Dataset 

Metric  Value for Balanced Dataset 

Accuracy 99.41% 

Precision 99.35% 

Recall (Sensitivity) 99.47% 

F1-Score 99.41% 

False-Positive Rate 0.65% 
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