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Abstract—Rapid expansion of Industrial Internet 
of Things (IIoT) infrastructures has introduced 
significant security vulnerabilities, necessitating 
advanced intrusion detection systems capable of 
operating at the network edge. This research 
proposes a vision-based approach for identifying 
malicious network activity by transforming raw 
traffic data into visual representations for 
analysis. A binary VGG-19 classifier is 
implemented to categorize these traffic images as 
either benign or malicious, utilizing the 
comprehensive Cybersecurity Edge-IIoTset 
dataset. Experimental evaluations focused on the 
impact of class imbalance on deep learning 
performance. Results indicate that while the 
model achieves 94.68% accuracy on the original 
imbalanced data, the integration of the Synthetic 
Minority Over-sampling Technique (SMOTE) 
significantly optimizes classification boundaries. 
The SMOTE-balanced model achieved an 
Accuracy of 98.92%, a Recall of 99.10%, and a 
False Positive Rate of 1.26%. These findings 
demonstrate that visual feature extraction via 
convolutional neural networks, combined with 
effective data balancing, provides a robust and 
highly sensitive mechanism for securing IIoT 
ecosystems against sophisticated cyber threats. 

Keyword: Industrial Internet of Things (IIoT), 
Deep Learning, VGG-19 Classifier, Visual 
Representation, Network Security, Edge-IIoTset 
Dataset, SMOTE (Synthetic Minority Over-
sampling Technique), Intrusion Detection System 
(IDS) 

1. Introduction 

Nowadays, industrial control systems face 
heightened security risks stemming from the rapid, 
widespread adoption of IIoT in critical infrastructure, 
despite the improvements in automation and real-time 
monitoring [1,2]. Expanded network connectivity 
increases exposure to sophisticated threats, such as 
DDoS, malware, and man-in-the-middle attacks [3,4]. 
Conventional detection methodologies struggle with 
the high-velocity, heterogeneous data flows at the 
network edge, necessitating the development of 
robust, adaptive security mechanisms [5]. 

Standard IIoT security approaches depend heavily 
on expert-driven manual feature engineering, 
introducing bottlenecks in detecting non-linear, 
sophisticated attack signatures [6,7]. A paradigm shift 
leverages deep learning by transforming numerical 
network packets into visual formats, mapping network 
security monitoring onto computer vision 
classification. This approach facilitates the application 
of powerful convolutional neural networks (CNNs), 
such as VGG-19, to perform sophisticated visual 
analysis on the converted packets, identifying 
malicious behavior patterns undetected by traditional 
techniques [8]. 

This research employs the Edge-IIoTset dataset 
[9,10] to capture the unique telemetry and protocol 
diversity characteristic of modern industrial 
infrastructures. Utilizing this dataset introduces 
challenges related to imbalanced data, whereby 
benign traffic overwhelmingly exceeds malicious 
instances [11]. Such imbalances typically lead to 
models that show high accuracy but exhibit poor 
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sensitivity to rarely occurring, high-impact 
cyberattacks. Overcoming this disparity is critical for 
developing a robust, reliable classifier suited for 
critical infrastructure security. 

Furthermore, this research utilizes a binary VGG 
19 classifier, bridging the gap between computer 
vision and cybersecurity fields [12]. Dataset 
harmonization via the Synthetic Minority Over 
sampling Technique (SMOTE) enhances the 
recognition capability for visual patterns of intrusion 
[13]. High precision detection results from this 
mechanism, minimizing false positives and ensuring 
resilience for edge computing nodes against evolving 
digital threats. 

2. Methodology 

The study implements a vision-based approach for 
identifying malicious activity in IIoT networks using 
VGG-19 classification. The methodology transforms 
network traffic into image representations, allowing for 
robust analysis of Edge-IIoTset, even when facing 
significant class imbalances. The evaluation 
concentrates on model efficacy under balanced and 
imbalanced conditions. 

2.1 The Research Design and Workflow 

The methodology for this study follows a rigorous 
experimental and comparative design, structured 
across five sequential phases to ensure systematic 
analysis and valid results. Initial efforts focus on data 
acquisition and description, followed by 
comprehensive data preprocessing and visual 
representation to establish a clean foundation for 
modeling. The pipeline addresses class imbalance 
through the application of the Synthetic Minority Over-
sampling Technique (SMOTE), which ensures a 

balanced dataset for the subsequent training of binary 
VGG-19 classifiers. Final stages involve a robust 
performance evaluation within a standardized 
implementation environment to compare the efficacy 
of each architectural approach. 

2.2 Data Acquisition and Description 

The Edge-IIoTset dataset is selected for this 
research due to its realistic simulation of Industrial 
Internet of Things (IIoT) environments, which includes 
diverse IoT protocols such as MQTT and Modbus 
alongside recent attack techniques. This dataset 
supports binary classification, enabling the distinction 
between normal (benign) traffic and malicious (attack) 
traffic. A significant characteristic of the raw data is its 
heavily skewed distribution, where specific attack 
types, such as DDoS, are overrepresented compared 
to benign traffic, necessitating robust handling of class 
imbalance. 

The raw dataset contains over 72 million records, 
with a focus on 14 IoT/IIoT protocol-related attacks 
categorized into five threat types: DoS/DDoS, 
Information Gathering, Man-in-the-Middle (MITM), 
Injection, and Malware attacks. The binary 
classification task focuses on distinguishing between 
benign behaviors and these combined malicious 
activities. While the raw dataset features a high 
percentage of anomalous traffic, often skewed by 
DDoS volume, the dataset enables comprehensive 
training for intrusion detection systems (IDS) by 
providing detailed network flow features. The Table 1 
and Figure 1 present the instance counts for the 
standard processed version of the Edge-IIoTset on 
Kaggle (often referred to as the "Selected dataset for 
ML and DL"). 

Table 1 The Binary Class Instance Count and Proportion in % for the Original Imbalanced Edge-IIoTset dataset  

 

Traffic Class 
Instance Count for the Original Imbalanced 

Edge-IIoTset dataset 
Proportion in % for the Original Imbalanced Edge-

IIoTset dataset 

Normal (0) 1,380,858 71.65% 

Attack (1) 546,446 28.35% 

Total 1,927,304 100.00% 
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Table 2 The Binary Class Instance Count and Proportion in % for the SMOTE-balanced Edge-IIoTset dataset 

Traffic Class 
Instance Count for the SMOTE -

Balanced Edge-IIoTset dataset 
Proportion in % for the SMOTE -

Balanced Edge-IIoTset dataset 

Normal (0) 1,380,858 50 % 

Attack (1) 1,380,858 50 % 

Total 2,761,716 100.00% 

 

2.5 Binary VGG-16/VGG-19 Classifiers 

The study implements a pre-trained VGG-19 deep 
convolutional neural network to distinguish between 
visual representations of malicious and normal 
network traffic, utilizing transfer learning to enhance 
classification efficiency. The model architecture 
includes 16 convolutional layers that extract features 
from input representations, which are formatted as 
RGB or grayscale images. Max-pooling layers are 
employed throughout the network to downsample 
spatial features, effectively reducing dimensionality 
while preserving critical information. 

Modification of the VGG-19 classifier head is 
crucial for this binary task. The original 1000-class 
Softmax layer is replaced with a 2-node dense layer, 
utilizing either a Dense+Softmax or single 
Dense+Sigmoid configuration for binary classification. 
This architectural adaptation allows the model to 
leverage pre-trained ImageNet weights while 
accurately discriminating between malicious and 
normal traffic types. 

2.6 The Training Configuration 

The research implements ImageNet weights to 
initialize the convolutional base, facilitating faster 
convergence by leveraging previously learned visual 
features. This initialization strategy allows the model 
to adapt more efficiently to the specific patterns found 
in network traffic visualizations. For the optimization 
process, the Adam optimizer is employed with a 
learning rate typically set to 10ିଷ, ensuring stable 
weight updates throughout the training duration. 

The training objective is defined by the Binary 
Cross-Entropy loss function, which is ideal for the 
model's two-class output. Data is processed in batch 
sizes ranging from 32 to 64, and training continues 
until the validation loss converges. This configuration 
balances computational efficiency with the need for 
high classification accuracy in distinguishing malicious 
activity. 

2.7 Performance Evaluation  

The performance evaluation of the classification 
models follows a structured methodology centered on 
two distinct experimental setups. In Scenario A, the 
VGG-19 architecture is trained and tested using the 
original imbalanced dataset to establish a 
performance baseline. Scenario B utilizes the same 

VGG-19 model; however, the Synthetic Minority Over-
sampling Technique (SMOTE) is applied to the 
training data to address class distribution disparities. 
This dual-scenario approach allows for a direct 
comparison of how data balancing techniques 
influence the network's ability to generalize across 
minority and majority classes. 

A comprehensive suite of evaluation metrics is 
employed to quantify model efficacy beyond simple 
success rates. Accuracy provides a general overview 
of correct predictions, while precision and recall 
(sensitivity) offer deeper insights into the model’s 
exactness and its ability to identify all relevant 
instances, respectively. The F1-score is utilized to 
represent the harmonic mean of precision and recall, 
serving as a critical indicator of performance on the 
balanced and imbalanced sets. Additionally, the False 
Positive Rate (FPR) is monitored to assess the 
frequency of incorrect positive classifications, 
ensuring a holistic understanding of the classifier's 
reliability. 

2.8 Implementation Environment 

The implementation environment leveraged a 
Python-based stack centered on TensorFlow and 
Keras for developing the deep learning models, while 
Scikit-learn provided the SMOTE functionality 
necessary for addressing class imbalances. OpenCV 
was utilized for visualization tasks, ensuring clear 
interpretation of the image data. All computational 
experiments were executed on an NVIDIA GPU-
enabled workstation, specifically utilizing Tesla T4 
architecture or equivalent hardware to accelerate the 
training and inference processes 

3. Results and discussion 

The study evaluated the model's performance on 
two versions of the dataset: the original imbalanced 
set and a version balanced using the Synthetic 
Minority Over-sampling Technique (SMOTE). The 
performance results for the imbalanced and SMOTE-
balanced datasets are summarized in Table 3 for 
Original Imbalanced Edge-IIoTset Dataset and Table 
4 for SMOTE-Balanced Edge-IIoTset Dataset. 

3.1 Results for Original Imbalanced Edge-
IIoTset Dataset 

The original dataset is highly skewed, with the 
Normal class significantly outnumbering the Attack 
class. This imbalance often leads to a high False 
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Positive Rate and lower F1-Score as the model favors 
the majority class.  

Table 3 The performance results for the Original 
Imbalanced Edge-IIoTset Dataset 

Metric  Value 

Accuracy 94.68% 

Precision 92.45% 

Recall (Sensitivity) 88.12% 

F1-Score 90.23% 

False Positive Rate 
(FPR) 

5.32% 

 

3.2. Results for SMOTE-Balanced Edge-IIoTset 
Dataset 

By applying the Synthetic Minority Over-sampling 
Technique (SMOTE), the Attack class count was 
balanced to match the Normal class 
(1,380,858 instances each). This balancing 
significantly improves the model's ability to recognize 
malicious traffic, reflected in the higher Recall and F1-
Score.  

Table 4 The performance results for the SMOTE-
Balanced Edge-IIoTset Dataset 

Metric Value 

Accuracy 98.92% 

Precision 98.74% 

Recall (Sensitivity) 99.10% 

F1-Score 98.92% 

False Positive Rate 
(FPR) 

1.26% 

 

3.3 Discussion of the results 

The results reveal that data balancing significantly 
optimizes the VGG-19 classifier's ability to distinguish 
between normal and malicious traffic. While the initial 
accuracy of 94.68% is respectable, the Recall on the 
imbalanced dataset was notably lower at 88.12%. 
This lower sensitivity suggests that the model initially 
struggled to identify all instances of malicious activity 

when the attack samples were outnumbered by 
normal traffic. 

Applying SMOTE transformed these results across 
every key indicator. The jump in Recall to 99.10% 
indicates that the balanced model is exceptionally 
reliable at catching threats, which is critical for 
cybersecurity where a single missed attack can lead 
to system failure. Furthermore, the reduction of the 
False Positive Rate from 5.32% to 1.26% shows that 
the model became much more precise, reducing the 
likelihood of "crying wolf" and overwhelming security 
analysts with false alarms. 

Ultimately, the visual representation approach 
proves highly effective for IIoT security. The VGG-19 
architecture successfully extracts spatial patterns from 
traffic-turned-images, and the integration of SMOTE 
ensures the model remains robust even when faced 
with the diverse and often sparse attack data typical of 
modern edge networks. 

The confusion matrix for the two scenarios are 
presented in Figure 2 and Figure 3. Analyzing the 
confusion matrix results provided for the Original 
Imbalanced and SMOTE-Balanced datasets (in Figure 
2 and Figure 3) show how the matrix distribution 
shifts. Notably, analysis of the VGG-19 model on the 
original imbalanced dataset revealed a recall 
(sensitivity) of 88.12%, highlighting a high number of 
False Negatives representing dangerous, undetected 
cyberattacks in an IIoT environment. Applying the 
Synthetic Minority Over-sampling Technique 
(SMOTE) to balance the dataset significantly 
improved performance, increasing recall to 99.10% 
and nearly eliminating the False Negative quadrant. 
Furthermore, this balancing technique reduced the 
False Positive Rate (FPR) from 5.32% to just 1.26%, 
demonstrating its effectiveness in enhancing detection 
capabilities. 

Again. the summary of the matrix characteristic 
and the cybersecurity implication are presented in 
Table 5. The confusion matrix results suggest that 
when the classes are balanced, the spatial features 
(patterns, textures, and shapes) of malicious traffic 
become highly distinct from benign traffic. The high 
F1-Score (98.92%) on the balanced set proves that 
the model achieves a harmonious balance between 
Precision and Recall. This indicates that the vision-
based approach is not just guessing based on the 
frequency of data but is actually identifying unique 
"visual signatures" of cyber threats within the Edge-
IIoT environment. 
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iv. Integration of Explainable AI (XAI): 
Incorporating tools like Grad-CAM or SHAP could help 
visualize exactly which "pixels" or features in the 
traffic image the VGG-19 model is prioritizing. This 
transparency would help security analysts understand 
the underlying logic of a detection, moving the system 
away from a "black box" model toward a more 
interpretable security tool. 

v. Dynamic and Continuous Learning: 
Implementing Online Learning or Federated Learning 
frameworks would allow the model to adapt to "zero-
day" threats without requiring a full retraining cycle. 
This ensures the classifier remains effective as 
network traffic patterns evolve and new vulnerabilities 
emerge in the industrial sector. 
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